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HOW SECURE ARE YOU ONLINE? 

ABSTRACT: -  

This paper comprises of why protection of personal data privacy should be looked upon as a 

matter of concern. This paper also focuses on the Indian legislations which protects or 

safeguards data in India. Our personal data is dear to us all and people live their lives in the 

public domain via social media which also includes posting photos of themselves, or what food 

they ate or sometimes even expressing feelings for the loved once, but there are somethings 

which rather not shared to the world. Privacy has evolved over the years after humans made 

new technologies. Aadhaar would be a great example to think, of as it uses data in everything 

we do. Even though it made people’s life easier who were interested in availing services from 

the government, but the concern is about that private data which is being misused that too 

without the consent of the data principal1.  Privacy concerns while using the internet are of 

utmost importance as people share more and more data online than ever before which ends up 

often sharing billions of points of personal information which may include phone records, 

credit/debit card transactions, GPS tracking, mobile phones and the list keeps on growing.  

Privacy is a serious matter of concern as internet users or users online are increasing every day. 

An estimate of around 4.1 billion people were using the internet in 2019 who had a 5.3%  

Source: Measuring digital development, 2019 

                                                           
1 "Data Principal" means the natural person to whom the personal data relates. 

https://www.itu.int/en/ITU-D/Statistics/Documents/facts/FactsFigures2019.pdf
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increase as compared to the last year. The global internet penetration rate increased from nearly 

17% in 2005 to over 53% in 2019.   

INTRODUCTION 

The 21st century has experienced a high increase in numerous ways in which one can use the 

information which is referred to as the “the data age”. There were three major growth spurts 

for the digital universe in modern memory. The first one was when digital camera technology 

replaced film, the second one when the digital telephone left behind the analogy telephone and 

the third one when the TV turned digital.2  It is believed that in the year 2020 the worldwide 

consumption of digital data which will be created would reach 44 trillion gigabytes.3  Privacy 

is a vital ingredient in the autonomy of an individual. We are ascertained to be humans because 

of the capabilities of our interactions with others within a private sphere where we assume that 

no one is listening or observing. The issue of data protection is important both intrinsically and 

instrumentally. Intrinsically, a regime for data protection is synonymous with protection of 

informational privacy.4 To ascertain the relations, algorithms and discover patterns in all field 

of human activities computers can process vast quantities of information. Enterprises all around 

the world have realised the importance and value of data, databases and the technology used 

for its mining and use as it is evolving every day. Databases are being used to combine the data 

and determine the patterns and hidden nuances by the businesses which the breach or is in 

contravention with the Article 21 of the Indian Constitution which guarantees Right to Privacy 

to all citizens of the country. 

The internet has given birth to entirely new markets which are dealing in organizing, collection 

and processing of personal information, either directly or as a critical component of their 

business model5: 

Uber, which is the world’s largest taxi company, owns no vehicles 

                                                           
2 Executive Summary: Data Growth, Business Opportunities, and the IT Imperatives | The Digital Universe of 

Opportunities: Rich Data and the Increasing Value of the Internet of Things [Internet]. Emc.com. 2014 [cited 

21 January 2020]. Available from: https://www.emc.com/leadership/digital-universe/2014iview/executive-

summary.htm 
3 Ibid 
4 WHITE PAPER OF THE COMMITTEE OF EXPERTS ON A DATA PROTECTION FRAMEWORK FOR 

INDIA [Internet]. Meity.gov.in. 2017 [cited 21 January 2020]. Available from: 

https://meity.gov.in/writereaddata/files/white_paper_on_data_protection_in_india_18122017_final_v2.1.pdf 
5 DATA PROTECTION IN INDIA [Internet]. Ministry of Electronics and Information Technology (MeitY); 2018 

[cited 9 February 2020]. Available from: 

https://digitalindia.gov.in/writereaddata/files/6.Data%20Protection%20in%20India.pdf 
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Facebook, the world’s most popular media owner, creates no content 

Alibaba, the most valuable retailer, has no inventory 

Airbnb, the world’s largest accommodation provider, owns no real estate 

A web browser, which is used to perform most of the internet-based activities (used to view 

or access websites) irrespective of it being used in a computer or mobile phone such as Google 

Chrome, Mozilla Firefox, Safari, Opera Mini and Internet Explorer etc. is from where the data 

is extracted or stored. The main function of a web browser is to give HTML6 which is a code 

used to design or mark-up web pages. Whenever a web page is opened, it starts processing 

HTML and some other things such as a “cascading style sheet”7 and JavaScript8. Moreover, 

Web browser’s use extensions to provide additional features and functionalities to the web 

browsers such as a better interface which also make extensions a vital part of the browser as 

they also attract with the tabs and bookmark feature of the browser. 

On the other hand, a mobile application is a software application or a computer program 

designed to run on a mobile device such as a phone, tablet or a smartwatch such as location-

based services, mobile games, web browser, email, calendar, food delivery services, contact 

database, etc. Mobile applications are generally downloaded from application distribution 

platforms which are operated by the owner of the mobile operating system such as App Store 

(iOS) or Google Play Store (Android).  

Cambridge Analytica Scandal, which was an eye-opener to the world, because of which the 

other vital questions emerged, such as how Facebook gave special data deals to devise makers 

or why and how does google tracks people’s location even if the location services are turned 

off? A company called Cambridge Analytica had purchased Facebook’s data on tens of 

millions of people (Americans) without their consent, to build a ‘psychological warfare tool’ 

which will reflect on US voters to help elect Donald Trump as president. After gathering the 

data, they could predict people’s personalities and other sensitive details from their freely 

accessible Facebook likes only because Facebook had allowed third-party apps to access data 

on their users. 

                                                           
6 Hypertext Markup Language(HTML) which is a standard markup language for documents designed to be 

displayed in a web browser.  
7 Cascading style sheets are used too format the layout of a web page and can also be used to design tables, 

images, text styles etc. 
8 A programming language which is commonly used in a web development. 
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Moreover, India has also experienced losses due to the case of Cambridge Analytica, Facebook 

has almost 20 crore users in India out of which 335 people were affected and 5,62,120 users 

were potentially affected as they were the friends of those 335 users in the data theft case. 

Mobile Apps are a bigger threat to personal information being stolen, as they are the new weak 

link when it comes to privacy abuse and user data. 

What is Privacy?  

People are found to be sensitive towards something they find inherently special or private. 

Privacy is understood to the ability of an individual or group to isolate themselves or any 

information of themselves and allows them to express selectively.  

Privacy is a fundamental human right which underpins human dignity and other key values 

such as freedom of association and freedom of speech. Although after 2017, it has been 

instituted in the constitution as a fundamental right under Article 21. Privacy is an undisputed 

right of an individual comprehensively bonded with his/her life. Privacy becomes a matter of 

controversy when it is mishandled/misused unlawfully by erroneous individuals.  

As defined by the Privacy Board of New York privacy refers to “a form of respect given to 

individuals of a free society, i.e. the basis of free society here means that we get to engage with 

the world on our terms. It’s the right of every man to keep his affairs to himself and to decide 

the extent they should be known to other people. Privacy is understood to have an option to 

maintain secrecy.                                                                                                                                                                                                                                                                                                                                                                                                

DATA PRIVACY: AN INDIAN PERSPECTIVE 

India has the fastest-growing digital population and the 2nd largest digital economy in the world. 

The major chunk of the Indian population uses the internet via mobile phones. The data which 

is generated by the users if coupled with the size of the Indian economy and the demographic 

profiles involved will make India one of the most prized digital populations in the world. 

“Data” has been defined under the Personal Data Protection Bill, 2019 under Section 3(11) as: 

        “Data includes a representation of information, facts, concepts, opinions or 

instructions in a manner suitable for communication, interpretation or processing 

by humans or by automated means”.9  

                                                           
9 Section 3 of The Personal Data Protection Bill, 2019; Bill No. 373 Of 2019 
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Section 3(28) defines “Personal data” as: 

 “data about or relating to a natural person who is directly or indirectly 

identifiable, having regard to any characteristic, trait, attribute or any other feature 

of the identity of such natural person, whether online or offline, or any combination 

of such features with any other information, and shall include any inference drawn 

from such data for the purpose of profiling”10 

Section 3(36) defines “Sensitive Personal Data” as: 

“such personal data, which may, reveal, be related to, or constitute- financial 

data, health data, official identifier, sex life, sexual orientation, biometric data, 

genetic data, transgender status, intersex status, caste or tribe, religious or 

political belief or affiliation or and data categorised as sensitive personal data 

under section 15 of the act.” 

According to Swedish telecom company Ericsson, India has the second-highest internet users 

in the world with an average of 9.8GB data per month per smartphone. While the transition to  

After China, India has the most internet users in the world which are currently counted as 

525.3 million. 

a digital economy is on the way, the importance of personal data has already been recognized 

in the public and private sector. The digital environment today keeps people in jeopardy as 

every single activity of an individual involves some sort of data transaction or the other. 

Something very simple as ordering food now involves the use of a mobile application which 

                                                           
10 Ibid 
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collects and uses various types of data such as user’s financial information, location services, 

contact details, food preferences or dietary details. Business entities are now making vast 

databases for consumer behaviour and preferences to maximise their profits. This type of 

information is then used to make user profiles on their past online behaviour. For example, e-

commerce websites track previous orders, purchases, time taken and use algorithms to predict 

what sorts of items or things a user is likely to buy, which will help them maximise the profit 

as well as the user will save time spent on each order.  

Browsers are widely used on personal workstations, laptops, smartphones etc. From the 

smartphones in our pockets to the biometric databases (for example Aadhar Card database), 

web browsing is being logged and tracked, online cameras are present in the cities and as we 

are bringing more technology and internet devices in our jurisdiction, the data that they extract 

out of these free open innovations are crunched, arrived and repurposed for marketing and 

surveillance.11  

 

ROLE OF WEB BROWSERS AND MOBILE APPLICATIONS 

As there are developments in technology every day into our lives and we become more 

dependent online as many people are becoming more cognizant of their digital life and with 

the digital life, there comes serious concern for privacy. A web browser irrespective of it being 

used on a personal desktop or a mobile device or smart television, allows users to access new 

websites, have their financial information, personal information etc. which no one wants give 

it in the public domain.  So, the role of sharing or keeping the information of the online user is 

played by the “cookies”. A cookie is a text file which is sent by the website to the user who is 

on that particular website to store that information or settings in the browser or to uniquely 

identify the user’s browser. It also helps in making the user experience faster and better though, 

but the odds are more.  

Before moving further, we should have a look upon the different types of cookies which are 

used in a browser which directly is responsible for the security and privacy of an online user?   

                                                           
11 Privacy and security: is it safe and secure? [Internet]. Mozilla: The Internet Health Report. 2020 [cited 22 

January 2020]. Available from: https://internethealthreport.org/v01/privacy-and-security/ 
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 Session Cookies: These cookies are temporary and they are done with the user as soon 

as the user leaves the website. These cookies retain information of the user only when 

they navigate on the website. 

 Permanent Cookies: These cookies are also known as persistent cookies and they 

remain in the browser even after the user leaves the website to remember their login 

details and password so that the user doesn’t have to login every time they visit the 

website. 

 Third-Party Cookies: These cookies are added to the browser for a gathering particular 

information from the online user to ascertain and research into users behaviour, 

demographics, spending habits etc. This procedure is generally taken by the 

advertisement companies like Google to target the right audience for their product and 

services.   

  Flash Cookies: These types of cookies are independent of the browser and they remain 

in the user’s browser even after the cookies have been deleted from the browser. 

Moreover, they are permanently stored on the computer and are also known as super 

cookies. 

 Zombie Cookies: These cookies are similar to the flash cookies as they are 

automatically re-generated after it has been deleted by the user and it is difficult to 

detect them. They are mostly used in protecting a gaming user from cheating but it is 

also used to install malicious software onto one’s device. 

Google Chrome, a free web browser which came into the market in 2008, is one of the leading 

web browsers in the world with having more than half of the population of the world or the 

market share of browsers. As Google’s sole focus is on advertising and it is also known as the 

biggest advertising company which has a similar structure as a surveillance software. While 

Google Chrome will request for an unlimited number of cookies, Mozilla Firefox will block 

them automatically. Google after gathering all information from the unblocked cookies creates 

a database of all the data which helps in building individual profiles including people’s 

interests, income, personality and all information which is either personal or non-personal.  



 

11 | P a g e  
 

It can be evidenced if you see on the top right corner of the 

Google Chrome browser, see a picture or a name in the 

circle? That means you are already logged into the browser 

and with no doubt, Google might tap into your online 

activities to target ads as per your needs and search. 

Moreover, now Google Chrome has an auto-fill option in which it saves all your login ids and 

passwords so one doesn’t need to log in every time and Google Chrome will automatically do 

it for you. Google Chrome does that even more often in smartphones if you use an android 

device, as it sends your location to google after every of the search performed and even if you 

turn off the location sharing it still sends your coordinates out.12                                             

In the year 2015, Mozilla brought one model of Firefox which had an anti-tracking technology 

which turned on the private browsing mode and that was not for the ads which find their way 

in even after blocking ads but the focus was to parse cookies to determine which cookies are 

to be kept and which are to be thrown for spying. The difference between the usage of Mozilla’s 

normal browsing mode and private mode is not much and it can be considered as a negligible 

difference, unlike Google Chrome.13                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                      

Safari on the other hand which is used on all IOS devices (iPhone, Mac etc.)  also has 

“intelligent tracking protection” for cookies in which it uses an algorithm to ascertain which 

cookies are bad and which cookies have to be kept into the web browser. 

Edge browser, on the other hand, sends data (URLs) that an online user visits in an un-

obfuscated form that could enable to track the sites which an online user visits. Edge 

communicates with Microsoft’s SmartScreen, Microsoft Defender and malware protection 

components bundled into the browser, and it does so in such a way that un-hashed information 

is sent over a secure connection which includes URLs as well as the user’s security identifier 

(SID) which is unique in every web browser of the site being visited by an online user.  

 

                                                           
12 A. Fowler, G. (2019). Goodbye, Chrome: Google’s Web browser has become spy software. [online] The 

Washington Post. Available at: https://www.washingtonpost.com/technology/2019/06/21/google-chrome-has-

become-surveillance-software-its-time-switch/ [Accessed 23 Jan. 2020]. 
13  Nelson, R, Shukla A. Web Browser Forensics in Google Chrome, Mozilla Firefox, and the Tor Browser 

Bundle. Texas, USA: University of Texas at San Antonio; 2020. 
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But what if a person is using a private/incognito browser? 

Private browsing a term utilized to refer mechanisms which are designed to prevent a user from 

having any proof or evidence of their activity online or their behaviour stored on their local 

devices.  Private browsing allows the user to browse the web without leaving much traces or 

evidence like the history of the search, downloaded files, accounts used etc.  

Google Chrome-like other browsers in the market also have a private browsing mode which is 

known as incognito mode, which allows the user to browse things privately, without storing 

data etc. But Google Chrome doesn’t prevent third-party tracking or ISP, although it erases 

your tracking cookies. However incognito/private mode is not as private as many people think, 

let's look at the tasks which the private/incognito mode of browsers can perform or not perform:  

 It doesn’t store any cookies after your session 

 It doesn’t store any online forms 

 It helps you get around paywalls 

 It doesn’t store any web history  

 It maintains privacy on public desktops 

Now let’s take a look at what the private browser/incognito mode cannot do? 

 It cannot stop browser fingerprinting 

 I cannot prevent third-party tracking 

 It cannot hide the IP address 
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Personal Data is also collected by mobile applications via 

permissions (such as location, storage, microphone, etc.) and 

by websites via trackers and cookies. Mobile applications can 

have access to various types of personal/sensitive data such 

as health data, financial data etc. which is provided by the 

users. Various sensors such as a microphone, camera, 

accelerometer, GPS, Wi-Fi, etc. which generate personal data 

and metadata (location, time, temperature). The smartphones 

are usually always activated and carried everywhere while 

being connected to a network. Moreover, users are getting 

used to the possibility of voice control, supported by voice 

analysis agents such as Google Now, Siri, Cortana or Alexa. 

However, users are less aware that voice control feature is 

realised by a device and it is always listening in, at least to react on the defined control terms 

such as “Ok Google”, “Hey Siri” or “Alexa”, which have access to all spoken 

communications.14 

Third-party software can also collect the personal data of the users by combining various 

functions, developed by other companies. For example, a user might give permission to access 

his/her location and give another app permission of his/her contacts and if both the apps used 

the same third party library, the developer can combine the two data and analyze it.  

The top dangerous permissions taken by Android mobile applications were location services, 

contact and call details and external storage details.15  

Source: THE ARRKA STUDY, 2018 

                                                           
14 DATA PROTECTION IN INDIA [Internet]. Ministry of Electronics and Information Technology (MeitY); 

2018 [cited 9 February 2020]. Available from: 

https://digitalindia.gov.in/writereaddata/files/6.Data%20Protection%20in%20India.pdf 
15 State of data privacy of mobile apps & websites from India. (2018). 2nd ed. [eBook] Available at: 

https://entrackr.com/wp-content/uploads/2018/12/The-Arrka-Study-2018-05.12.18.pdf [Accessed 7 Feb. 2020]. 

https://entrackr.com/wp-content/uploads/2018/12/The-Arrka-Study-2018-05.12.18.pdf
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On the other hand, for IOS applications. the top permissions taken were the access to a user’s 

location, camera and photos. A significantly higher number of IOS applications were 

ascertained accessing some of the dangerous permissions compared to android.16 One-third of 

the permissions on the applications were not required for the functioning of the application. 

Indian Android applications explicitly ask for 45% more permissions than Global Android 

Applications.  

 

Source: THE ARRKA STUDY, 2018 

The difference was more striking in categories like Travel Booking, Shopping and Mobile 

Wallets where the Indian Apps took 60-80% more permissions such as phone contacts, SMS, 

a microphone which were permissions accessed the most by Indian Applications.  

INDIAN LEGISLATIONS TO SAFEGUARD DATA PRIVACY 

Legislation responsible for data protection can be classified into: - 

 Information Technology Act, 2000 

 Copyright Act, 1957 

 Indian Penal Code, 1860 

 Indian Constitution, 1950 

 Personal Data Protection Bill, 2019 

                                                           
16 State of data privacy of mobile apps & websites from India. (2018). 2nd ed. [eBook] Available at: 

https://entrackr.com/wp-content/uploads/2018/12/The-Arrka-Study-2018-05.12.18.pdf [Accessed 7 Feb. 2020]. 

https://entrackr.com/wp-content/uploads/2018/12/The-Arrka-Study-2018-05.12.18.pdf
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Section 2(i) of the Information Technology, 2000 defines ‘personal information’ means any 

information that relates to a natural person, which, either directly or indirectly, in combination 

with other information available or likely to be available with the body corporate, is capable of 

identifying such person. 

Information Technology Rules define “sensitive personal data or information” as such data or 

personal information which consists of information relating to: 

 Passwords 

 Financial information (credit card or debit card or bank accounts or any other payment 

instrument)  

 Health conditions 

 Sexual orientation 

 Medical history and documents 

 Biometric information  

 Any information or details are given to a body corporate under the above-mentioned 

clauses for provisions of services 

 Any details or information given to a body corporate under the above-mentioned 

clauses for processing or storing under lawful contract or otherwise. 

Provided that if there is any information freely available or is already in the public domain shall 

not be regarded as personal information or data.  

Informational Technology Act, 2000 also in its Section 43 and 43A gives a penalty for damage 

to the computer, computer system, etc. if any person without the permission of the owner or 

any other interested person who is in charge of a computer or computer system or any computer 

network.       

Section 65 and 66 of the IT Act, 2000 protects and punishes the person who is intentionally or 

knowingly conceals or destroys or alters any computer source code used for a computer, 

computer programme, computer system and any person who fraudulently or dishonestly does 

any act referred in section 43 of the IT act shall be punishable with imprisonment for 3 years 

which may extend to 5 years or fine or both. 

The Indian Copyright Act, 1957 protects intellectual property rights in different types of work 

which are mentioned in section 13 of the act. The word “literary work” statutorily includes 

computer databases, copying a computer database, or distributing or copying a database 
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amounting to copyright infringement widen ups the scope of for protecting different types of 

literary work. 

Indian Penal Code, 1860 Section 378 which defines theft as whoever intends to take movable 

property dishonestly out of the possession of any person without that person’s consent, moves 

that particular property to such taking commits theft. 

Indian Penal Code, 1860 Section 22 protects theft of data and the offences of theft and 

misappropriation technically apply only to movable property but the definition of movable 

property includes corporeal property of every description except land or SC that is permanently 

attached to the earth.  

Section 406 of Indian Penal Code which is Punishment for Criminal Breach of Trust which 

states whoever commits criminal breach of trust shall be punished with imprisonment of either 

description for a term which may extend to 3 years, fine or both.17  

Whether the “Right to Privacy” is enshrined in the constitution as a fundamental right?  

Article 21: Article 21 of the Constitution of India provides that “No person shall be deprived 

of his life or personal liberty except according to the procedure established by law”. 

In the case of M.P. Sharma and Ors. V. Satish Chandra, District Magistrate, Delhi and Ors 

(1954) SCR 1077, wherein the warrant was issued for search and seizure under Sections 94 and 

96(1) of CrPc was challenged. SC held that the power of search and seizure is not in 

contravention of any provision of the constitution and refrained from giving recognition to the 

right to privacy as a fundamental right. 

Later in the case of Kharak Singh v. State of Uttar Pradesh and Ors (1964) 1 SCR 334., in this 

matter, the issue was whether the surveillance by the domiciliary visits at night against an 

accused will amount to an abuse of the right to privacy which is guaranteed under the 

constitution, which also rose a question whether the right to privacy is covered under Article 

21 of the constitution or not. The majority of judges held that Article 21 does not expressly 

provide for a privacy provision hence right to privacy cannot be treated as a fundamental right. 

The Supreme court of India in 2017 in a case Justice Puttaswamy (retd.) and Anr. v. Union of 

India and Ors. (2017) 10 SCC 1, where Aadhar card scheme was challenged on the ground that 

collecting biometric and demographic data of the residents if the country to be used for various 

                                                           
17 The Indian Penal Code, 1860 
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reasons is in breach of fundamental right to privacy embodied in Article 21 of the Constitution, 

a nine judges bench held that the citizens of India enjoy a fundamental right to privacy which 

is intrinsic to right to life and liberty. 

The Personal Data Protection Bill, 2019 closely adheres to the model provided by the General 

Data Protection Regulations. The recent data protection bill with noteworthy changes such as18:  

 Addition of Social Media Intermediaries (Sec 26 and Sec 28): The bill defines SMI 

(social media intermediaries) to intermediaries who solely enable online interaction 

between two or more users and allow them to create, upload, share, disseminate, modify 

or access information. 

 Central Government Can Exempt any Government Agency from the Bill (Sec 35): The 

provision for Government access to personal data under the PDP Bill, 2019 is wider, 

gives the Central Government power to exempt any government agency from the 

purview of the Bill. 

 Removal of localization of data (Sec 33 and Sec 34):   The mandatory requirement for 

storing a mirror copy of all personal data in India has been done away with in the PDP 

Bill, 2019.  

 The Right to Erasure (Sec. 18): The PDP Bill, 2019 has brought the right to erasure 

alongside the right to correction of personal data. The data principal may request data 

fiduciaries for a right to the erasure of personal data when such data is no longer 

necessary for processing. Data fiduciaries may refuse such requests for erasure, but data 

principals may require fiduciaries to take reasonable steps to indicate, alongside the 

relevant personal data, that the same is disputed by them. 

 Central Government can direct Data Fiduciaries to share Anonymized Personal Data/ 

Non- Personal Data (Sec. 91): The PDP Bill, 2019, under Sec. 91, goes a step further 

– a) it defines non-personal data as data that does not fall under the definition of 

personal data [for the definition of personal data see Sec. 3(28)]; and b) empowers the 

Central Government to direct any data fiduciary/ processor to provide any anonymised 

personal data or non-personal data “...to enable better targeting of delivery of services 

or formulation of evidence-based policies by the Central Government, in such manner 

as may be prescribed.” 

                                                           
18 SFLC.in. (2019). Key Changes in the Personal Data Protection Bill, 2019 from the Srikrishna Committee 

Draft. [online] Available at: https://sflc.in/key-changes-personal-data-protection-bill-2019-srikrishna-

committee-draft [Accessed 10 Feb. 2020]. 



 

18 | P a g e  
 

 Transparency in Data Sharing and the Concept of Consent Managers (Sec 17, 21 and 

23):  The PDP Bill, 2019, gives rights to data principals to access, in one place, the 

identities of data fiduciaries with whom their personal data has been shared by any 

(other) data fiduciary. Consent managers are not defined in the bill but explained under 

Sec. 23 as a data fiduciary which enables a data principal to gain, withdraw, review and 

manage their consent through an accessible, transparent and interoperable platform. 

 Privacy by Design Policy (Sec 22): Every data fiduciary is required to prepare privacy 

by design policy and have it certified by the DPA. There is a requirement on each data 

fiduciary to publish this privacy by design policy once it has been certified by the DPA. 

 Removal of offences for obtaining, transferring, or selling of personal/ sensitive 

personal data (Sec. 90 and Sec 91): Offences for obtaining, transferring or selling of 

personal/ sensitive personal data have been removed from the PDP Bill.  

 

 

 

 

What we really need is a new framework or are the current 

statutory provisions sufficient? 

 


